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Connectivity Issues in Mexico 
 

A couple of years ago I had a customer in Mexico City call me to report connectivity 
issues in an office environment with access points I had recommended them. Knowing that the 
recommendation was made only based on a predictive survey, CWDP taught me that there 
could be a large number of influencing factors that could be affecting them. Without the ability 
to be onsite, I had to use troubleshooting techniques learned in CWNA and CWAP, along with 
the assistance of “onsite smart hands” to try and figure out what was going on. 

As always when troubleshooting an issue, my first step was to collect as much 
information as possible. I asked the following questions: 

 
Who was affected? I was told it was primarily users on one side of the building 
What was the reported problem? Clients were frequently either being disconnected 

from the BSSID, or unable to connect at all 
What clients were affected? Almost all clients across multiple vendors and operating 

systems (iOS, Android, Microsoft, Intel, Broadcom, etc.) 
When did this issue begin occurring? It had been persistent for the past month, 

seemingly out of the blue 
What has changed in the environment between operable and non-operable? No new 

equipment had been installed, no access points had been moved. I checked the access point 
controller, and no major configuration changes had been made. There had been a firmware 
upgrade performed two weeks prior, but it didn’t seem to line up with when the issue started 
occurring. 

 
Based on the above, I ruled out device drivers, user error, and firmware as possible 

causes. Without being onsite, I couldn’t be sure that there weren’t new physical obstructions, 
and while I trusted the technician onsite, I subscribe to a “trust, but verify” methodology, so I 
requested photos of the environment along with a floorplan 

The next step was to collect diagnostic data. As this particular SSID was WPA2-PSK, I 
could also rule out 802.1X issues, and mis-typed passwords wouldn’t have affected that many 
clients or disconnected currently associated clients. I had the technician set up a laptop where 
the issues were the worst, and set up an over-the-air packet capture of the channel on which 
the closest access point was broadcasting, and let it run while he verified that clients were 
attempting to connect and being unsuccessful. While reviewing the packet capture an anomaly 
immediately became clear: the clients were constantly being sent deauthentication frames 



from the access point. Looking at the controller event logs, there were no corresponding events 
showing that the controller was attempting to de-authenticate the clients. The most likely 
cause of this was “containment” by a neighboring access point. Since this was a multi-tenant 
building, this was becoming increasingly likely. 

The problem with containment is that the deauthentication spoofs the source MAC 
address of the legitimate access point, so tracking down the culprit is extremely difficult. 
Starting with the easiest solutions first, I asked the office manager if they could kindly ask their 
building neighbors to check their WiFi configuration and look for mistakenly configured 
containment. All neighbors either weren’t aware of how to do this, or responded by saying 
containment was not configured. 

As someone who has lived in Canada and USA my entire life, I’ve become accustomed to 
certain standards when it comes to WiFi. The FCC takes issues like this very seriously and is 
often willing to step in and help. However, in Mexico, the same standards do not exist. Our 
option was to try and work around this ourselves. 

Our first try was to rename the SSID on one of the APs to see if containment was being 
done by SSID name. Packet captures still showed that containment was still being performed 
even with a completely different name. The second attempt was to use a different virtual SSID 
within the controller. This particular access point vendor uses a different MAC address offset to 
calculate the BSSID based on the virtual SSID number, so the assumption was changing the 
BSSID would circumvent containment by BSSID. This proved successful, and all clients were able 
to reliably join and remain authenticated for extended periods of time. 

I advised the customer that if the issue recurs to take the laptop and move around the 
building, taking packet captures of the containment as it happens. With multiple samples of 
deauthentication frames, trilateration can be performed based on RSSI of the received 
deauthentication frames to narrow down where the malicious broadcast is coming from. 

From this exercise I learned that even with a perfectly tuned WiFi deployment, issues 
can arise that are out of your control, and a knowledge of how the more obscure access point 
features operate can help identify and remediate this issues, even without access to 
neighboring access point controllers. As the CWAP curriculum taught me, analysis and 
improving performance can be a never-ending process as the environment constantly changes. 


